E-RESIDENCY MARKETPLACE MEMBERS’ CODE OF CONDUCT
AND MARKETING GUIDELINES

E-Residency is a secure digital identity issued by the Government of Estonia to people from
around the world. An e-resident’s digital ID provides secure, digital access to Estonia’s trusted,
transparent e-governance services and business environment. At its heart, e-Residency is an
agile governmental programme introducing and promoting Estonia’s advanced digital society
and flourishing business ecosystem. The programme is managed by a lean and agile team of
people who make up a structural unit of the governmental foundation Estonian Business and
Innovation Agency (Ettevétiuse ja Innovatsiooni SA).

The e-Residency Marketplace (Marketplace) is a business directory of service providers
curated by the e-Residency team and made available to e-residents. Members of the
Marketplace (Marketplace Members) are selected by the e-Residency team using a thorough
onboarding procedure to ensure they provide professional services and have impeccable
reputations.

The Marketplace code of conduct (Code of Conduct) regulates the proper practices of the
Marketplace Members. The aims of this Code of Conduct are to ensure that the best possible
service and advice is provided to e-residents and to avoid harm to the reputation of
e-Residency. The Marketplace marketing guidelines (Marketing Guidelines) set the standards
for all Marketplace Members to use the e-Residency brand responsibly and correctly and to
ensure both accuracy and consistency when communicating basic details about the
programme. The Marketing Guidelines are not intended however to prevent Marketplace
Members from sharing their own perspectives on the programme or developing their own
communication styles.

By signing the Code of Conduct and Marketing Guidelines, the service provider confirms that it
has read and understood the rules and undertakes to follow the rules included herein. Signing of
the Code of Conduct and Marketing Guidelines is a prerequisite for becoming a Marketplace
Member. Material breach of the rules outlined herein by a Marketplace Member may result in
suspension or cancellation of Marketplace membership.

Marketplace Members’ feedback is always valued to continuously improve the Code of Conduct
and Marketing Guidelines over time in the best interests of all parties concerned.

U] Code of Conduct
High level of expertise and service quality

1.1 Marketplace Members are committed to offering the best possible service and advice for
e-residents and their companies.



1.2

1.3

1.4

1.5

1.6

1.7

1.8

1.9

Marketplace Members respond to e-resident inquiries in a timely manner, within 3
business days at the latest.

Marketplace Members create clear value proposals and tailored services for e-residents
and present the services on their website and other channels. Information presented on
the website, social media, and Marketplace is clear, unambiguous and easily
understandable language.

Marketplace Members give their clients correct and lawful information and advice
regarding e-Residency, its application process, the rights and obligations of e-residents,
company establishment and operations in Estonia, the Estonian legislative and tax
system, tax obligations of e-residents as private persons and of Estonian companies, and
any other relevant topics.

Marketplace Members guide e-residents and their companies to comply with Estonian
regulations and to meet their legal obligations, e.g. the obligation to submit annual reports,
provide information about ultimate beneficial owners to the Business Register, declare and
pay taxes, and any other relevant obligations.

Marketplace Members should be able to demonstrate a broad understanding of the
e-Residency programme and issues related to or affecting e-residents. Marketplace
Members stay informed about key updates of e-Residency. They participate in meetings,
brainstorming sessions, studies (are obliged to answer annual economic impact research),
idea gatherings organised by the e-Residency team and follow e-Residency’s
communication channels for updated information.

Every Marketplace Member has their own area of expertise that is valuable to the rest of
the e-Residency community, so Marketplace Members are encouraged to engage
e-residents publicly and demonstrate their expertise by sharing advice. The e-Residency
team also regularly engages with the community, but there are limits to the programme’s
ability to provide business advice as a public sector organisation.

Marketplace Members inform the e-Residency team immediately in case of difficulties
serving its e-resident clients (financial difficulties, lack of resources for client support,
unexpected loss of relevant partners or advisors, expiration or revocation of necessary
licenses, or any other difficulty).

In case of complaints by e-resident clients either directly to a Marketplace Member or to
the e-Residency team, the Marketplace Members shall handle the complaints with due
care and give necessary answers quickly and adequately. If the e-Residency team has
received two or more justified complaints about a Marketplace Member in 6 months, the
Marketplace Member’s membership may be suspended.

In case of any complaints or concerns about a Marketplace Member, the e-Residency
team will ensure that the Marketplace Member has the chance to give its comments and
explanations, before a decision on suspension or cancellation of Marketplace membership
is made.

In case of a failure to comply with any requirements set forth in this Code of Conduct or
any other applicable regulations, or in case of sharing incorrect information, Marketplace
Members make their best efforts to correct or remedy the non-compliance immediately.



1.12

Marketplace Members recognize that the e-Residency team regularly checks their
continuous compliance with the Marketplace onboarding criterias as well as with the Code
of Conduct and Marketing Guidelines. For this purpose, the e-Residency team may use
mystery shopping and other methods.

Marketplace members are required to review and update the information on their profile at
least once every six months. If the administrators of a Marketplace profile fail to sign in
and update it within any 6 month period, their profile will be hidden from the Marketplace.

Lawful and ethical business behaviour

1.14

Marketplace Members provide only such services which they are competent and
authorized to provide. Members ensure that they have a valid activity license for provision
of licensed services (e.g. financial services, trust and company services, etc). If a
Member’s activity license is suspended, cancelled or has expired, the Marketplace
Member shall immediately stop providing the respective services and inform the
e-Residency team about such circumstances without delay.

Marketplace Members make their best efforts to give e-residents and their companies
accurate and lawful information and avoid giving any advice on subjects that they have no
expertise in. At the same time, the Marketplace Members are expected to build up a
network of trustworthy partners among themselves that could be recommended to
e-residents for advice on topics outside of their expertise.

Marketplace Members comply with all applicable anti-money laundering and
counter-terrorism  financing (AML/CTF) regulations. Marketplace Members who have
obligations under the Money Laundering and Terrorist Financing Prevention Act, including
without limitation: financial institutions, providers of accounting services, and providers of
company services, shall duly perform their required duties, including without limitation
preparation of a risk assessment, establishment of rules of procedure that allow for
effective mitigation and management of risks relating to money laundering and terrorist
financing, appointment of a management board member who is in charge of
implementation of the AML/CTF regulations, and all other relevant obligations. When
onboarding a new e-resident client and in the course of the relationship with the client, the
Marketplace Members must apply proper procedures, including identification of the client,
understanding and monitoring of business relationships, and all other relevant due
diligence measures.

Marketplace Members comply with all applicable personal data protection rules. They
handle all their client data with care and according to applicable laws and regulations.
Marketplace Members take care of their good reputation both online and offline and are
aware that their reputations are monitored regularly by the e-Residency team.

Marketplace Members do not disparage or discredit publicly their clients, competitors, the
e-Residency programme, or any other stakeholder in the e-Residency community.
Complaints, criticism and suggestions are directed to clients, the e-Residency team, or



1.20

1.21

1.22

1.23

1.24

other relevant stakeholders directly and in an adequate manner to find the best and

quickest possible solution.

Marketplace Members can compare their services to others and highlight strengths and

weaknesses, but not by making false claims that undermine the e-Residency community.

If in doubt, Marketplace Members seek guidance from the e-Residency team.

Marketplace Member will be removed from the Marketplace when the Marketplace

Member or any of the members of its administrative, management or supervisory board,

or another legal representative involved in relations with the e-Residency programme or

any of its beneficial owners has been convicted by final court decision for: (1) participating
in a criminal group, violating the duty of integrity, committing corrupt practice, fraud,
money laundering offence, terrorist financing, a terrorist act, or another criminal offence
linked to terrorist activities, or inciting, aiding or abetting or attempting to commit any such
offence; (2) enabling an illegal alien to work or enabling a breach of the criteria applicable
to the work performed by an alien in Estonia, including for payment of a salary below the
statutory rate; (3) illegal use of child labour or another form of trafficking in human beings;

(4) tax or other economic offence; (5) criminal offence against property; (6) criminal

offence against the state; (7) criminal offence against public trust or (8) any other wilfully

committed criminal offence.

Marketplace Members cannot provide misleading, incorrect or unethical information and

advice to their clients, including but not limited to the following:

a) Promises that the Estonian Police and Border Guard Board will issue e-Residency
to a specific person;

b) Promises about the specific e-resident’s prospects of getting an Estonian visa,
residency or citizenship;

c) Promises regarding getting a business banking account in a traditional bank or other
type of financial institution (unless it’s part of the service provider’s service or service
provider is a bank or other type of financial institution itself);

d) Promises that e-Residency is a way to avoid taxes in the country of origin or
residence of the e-resident.

Marketplace Members cannot offer their clients illegal or unethical services, including:

a) nominee director or shareholder services (or similar management services) for the
purposes of disguising the actual managers or ultimate beneficial owners of the
company;

b)  proof of address as a fictitious utility bill;

c)  services aimed at avoiding paying taxes in Estonia or in other countries;

d) submitting an e-Residency application for and on behalf of the client or taking
possession of the e-resident’s digital identity card and/or using it.

Marketplace Members shall encourage their clients to act lawfully and shall not knowingly

assist their clients in unlawful activities. When a Marketplace Member identifies an activity

or information which have characteristics that refer to the use of criminal proceeds or
terrorist financing or to the commission of related offences or an attempt thereof or with
regard to which the Marketplace Member suspects or knows that it constitutes money



laundering or terrorist financing or the commission of related offences, the Marketplace
Member shall report it to the Financial Intelligence Unit on whose territory the Marketplace
Member has been established. If a Marketplace Member has, within the framework of its
services, collected information which may constitute a basis for revocation or suspension
of validity of the e-resident’s digital identity card (e.g. there is a reason to doubt the true
identity of the e-resident), the Marketplace Member is obliged to forward this information
to the Police and Border Guard Board, using e-mail address eresident@politsei.ee.

1.25 Marketplace Members duly pay taxes and submit annual reports. A Marketplace Member

that has permanent tax debts or has failed to submit annual reports and tax declarations
may be removed from the Marketplace until such deficiencies have been remedied.
Repeated deficiencies (several declarations or reports not submitted in one year) may
result in removal from the Marketplace. When the Marketplace Member is not an Estonian
company, proof of good financial behaviour (letter of good standing or similar evidence) in
the country of its registration may be requested periodically.

1.26 Marketplace Members are cooperative with the e-Residency team and communicate with

the team adequately, without an inappropriate or impolite attitude. Repeated inappropriate
and impolite communication with the e-Residency team may result in removal from the
Marketplace.

Ethical use of Marketplace review system

1.27 Marketplace Members encourage only such persons to submit reviews and ratings of

services in the Marketplace review system who have actually used or sought to use the
services of the relevant Marketplace Member. Marketplace Members do not submit fake
client reviews or ratings in the Marketplace review system regarding their own services or
regarding the services provided by other Marketplace Members and do not commission
others to submit such fake reviews or ratings. Marketplace Members do not buy positive
reviews or ratings regarding their own services or negative reviews or ratings regarding
services provided by other Marketplace Members. Marketplace Members also do not
sponsor or inappropriately influence anyone for the purpose of posting such positive or
negative reviews or ratings in the Marketplace review system. Membership of the
Marketplace Member in breach of the aforementioned undertakings may be suspended or
permanently cancelled and e-Residency team is entitled to delete relevant fake, sponsored
or otherwise inappropriately influenced reviews and ratings from the Marketplace review
system.

1.28 Marketplace Members do not submit and do not endorse or commission anyone in any

way to submit to the Marketplace review system reviews that are:

1.28.1 discriminatory, harassing, obscene, violent, threatening, deceptive, or sexually explicit,
1.28.2 contain illegal content or endorse or promote illegal or harmful activity, or
1.28.3 violate another person’s (including any Marketplace Member’s) rights, including

intellectual property rights and privacy rights.


mailto:eresident@politsei.ee

At the request of a Marketplace Member or on its own initiative, the e-Residency team has
the right to delete such reviews from the Marketplace review system.

Violations of the Code of Conduct

1.29 The following list of violations of the Code of Conduct result in temporary or permanent
removal from e-Residency Marketplace:

a) A Marketplace Member repeatedly provides clients with incorrect or unlawful information
or advice regarding e-Residency — including its application process, the rights and
obligations of e-residents, company establishment and operations in Estonia, the
Estonian legislative and tax system, and the tax obligations of e-residents as private
persons and of Estonian companies—despite being notified previously that their advice
is false.

b) Marketplace Members, as legal entities, are undergoing liquidation or bankruptcy
proceedings, or they fail to serve e-residents due to financial difficulties, insufficient
resources for client support, the unexpected loss of relevant partners or advisors, the
expiration or revocation of necessary licenses, or other similar circumstances.

c) Marketplace Members have not updated their Marketplace profiles in the last six months.

d) A Marketplace Member is not complying with paragraphs 1.16 and 1.21.

e) A Marketplace Member publicly disparages or discredits their clients, competitors, the
e-Residency programme, or any other stakeholders in the e-Residency community.

f) Marketplace Members provide misleading, incorrect, or unethical information and advice,
as stated in paragraph 1.22, to their clients.

g) Marketplace Members offer illegal or unethical services, as stated in paragraph 1.23, to
their clients.

h) Repeated inappropriate or impolite communication with the e-Residency team.

i) A Marketplace Member manipulates the Marketplace reviewing system in any way, as
described in paragraphs 1.27 and 1.28.

(1)} Marketing Guidelines

Style rules

1.1 Your company is an e-Residency Marketplace Member and you are welcome to
communicate about this, including by mentioning that it is a pre-approved list of suggested
service providers for e-residents. Please avoid referring to yourself as a partner to
e-Residency or the Estonian Government. When marketing or communicating, please
ensure that it is clear to your audience that you are a private company and do not represent
the e-Residency programme or Estonia.

1.2 Marketplace Members and other companies with natural persons (board member, manager,
shareholder) related to the Marketplace Member must not register domain names that may



give false impressions that this is an official website of e-Residency programme (e.g.
e-residency.com/net/org/ee/eu etc.; eresidency. com/net/org/eeleu etc.;
e-resident.com/net/org/ee/eu etc.; eresident.com/net/org/ee/eu etc.;
e-residentsus.com/net/org/ee/eu etc.; eresidentsus.com/net/org/ee/eu etc.

1.3 You are welcome to use the ‘e-Residency marketplace member’ logo on your website and
marketing materials, either online or offline. The ‘e-Residency marketplace member’ logo
can only be used after the service provider is officially listed on the Marketplace and the
e-Residency team has shared relevant files and visual guidelines to the Marketplace
Member. Usage of e-Residency official logos on your website or marketing materials without
the consent by e-Residency team is not allowed.

1.4 The programme name is e-Residency with a capital ‘R’ because this is a registered
trademark (word trademark). The ‘e’ is capitalized when the word is at the beginning of a
sentence. A member of our community is an e-resident with a lowercase ‘r,” although again
the ‘e’ is capitalised if it is at the beginning of a sentence. Example: E-residents sign-up for
e-Residency. E-Residency is a status for e-residents.

1.5 The trademark e-Residency is registered as an EU trademark by Estonian Business and
Innovation Agency (Ettevétluse ja Innovatsiooni SA) and the Marketplace Members cannot
use it without the prior consent of Estonian Business and Innovation Agency.

1.6 If you are writing in a language other than English, we strongly advise you to refer to
‘e-Residency’ in English at least once for the first time because this is the internationally
recognised name of our programme and helps the audience search for further information,
which is essential given the nature of the programme. If you choose to translate the word
‘e-Residency’ though then please be very cautious that it does not imply citizenship or visa
rights and does not create any other misunderstandings.

How to describe e-Residency

1.7 The following is a brief summary of e-Residency as a baseline explanation that Marketplace

Members are welcome to use or adapt within their own communication:

a) Estonia is the first country to offer e-Residency to people living and working around
the world. E-residents are provided with a government-issued digital identity that
enables them to digitally sign documents, access Estonia’s e-services, and operate
within Estonia’s transparent business environment from anywhere in the world.

b) E-Residency is a secure and convenient way to run a location-independent
business.

c) E-residents can establish, manage and grow a trusted EU company at a low cost
and minimal hassle entirely online from anywhere in the world.

d) Learn more about e-Residency at e-resident.gov.ee

1.8 The following address some of the most common misunderstandings about e-Residency
that can undermine the growth of the e-Residency programme. Marketplace Members need
not actively communicate any of these, but they should be mindful to avoid them and know
how to respond when necessary.



b)

d)

f)

g)

h)

E-Residency is a digital identity that provides online access only. E-Residency is not
a citizenship, travel visa, or physical residency. The card does not include a photo
because it is not intended for use offline, although it can be used for private sector
purposes such as a loyalty card.

E-Residency does not override international obligations, such as taxation.
E-residents and their companies are required to pay their taxes where applicable
under international and national rules. When speaking to e-residents about paying
taxes in Estonia, we recommend explaining about the importance of building
business substance in Estonia, e.g. through renting an office, hiring employees,
spending time here, or registering assets.

E-Residency is not a ‘loophole’ or comparable to an ‘offshore scheme’ for the
creation of a ‘shell company’. In fact, Estonia has one of the world’'s most trusted
and transparent business environments due to a range of measures, including the
fact that key data about Estonian companies, such as ownership and annual
reports, are publicly available and verified through the use of digital signatures, while
all companies run by e-residents have a registered office address and authorised
contact person. One way that Marketplace Members can improve the public’s
understanding of this is by explaining how our digital nation works. It is usually
effective to point out that Estonia’s citizens and residents have been using their own
digital identities since 2002 to run companies entirely online.

A company created through e-Residency is not a ‘virtual company’. It is an Estonian
company and an EU company with equal legal standing. All EU countries allow
non-residents to operate companies from abroad, but Estonia offers this in a more
convenient and secure way through e-Residency because we are already a digital
society where companies are run online.

E-Residency is not perfect and not a service in and of itself. E-Residency provides
access to our digital business environment where there are a wide range of
e-services available from both the public and private sector, which are continuously
developed over time.

E-Residency is valuable to many people who live and work globally, but e-Residency
is not a magic solution that helps everyone. Some people will benefit more from
e-Residency than others depending on their circumstances and business models.
An e-resident company is not required to have a traditional Estonian bank account,
which can be difficult if the e-resident company does not have any operations in
Estonia. E-residents can in fact use business bank accounts of fintechs or other
banks located within the European Economic Area. E-residents are not guaranteed
an account, as banks and fintechs make their own rules and criteria about taking on
customers.

E-Residency may not be a useful solution for people residing in countries known for
being a high risk jurisdiction for financial transactions, as they may not be able to
access business banking or payment solution services. Service providers should



take care to warn people from such jurisdictions that they may not be able to take
full advantage of e-Residency.

Further support from the e-Residency team

1.9 We encourage Marketplace Members to independently initiate their own marketing and
communications around the programme. However, we request that you provide the
e-Residency team with a timely notice before publishing any significant announcements,
campaigns, media articles or activities that feature the programme. We would also be happy
to help promote your news when appropriate.

1.10 We kindly ask that you notify the e-Residency team of any major press opportunities or
requests if the programme will be likely featured in any significant way as a result. We are
happy to provide any additional context or talking points on matters relating to the
development of the programme. This helps ensure consistency and accuracy while making
the most of the coverage.

1.1 Marketplace Members are welcome to request quotes and media materials (text, data,
visuals, design elements etc) from the e-Residency programme for use in media or pitch to
us other joint communication initiative ideas

1.12 Media material that the Marketplace Members can use related to Estonia and
e-Residency will always be uploaded to Toolbox Estonia.

1.13 Marketplace Members are welcome to introduce themselves and make announcements
on the e-Residency blog by submitting an article, which will be added to the guest post
section. In addition to following all the guidelines in this document, please ensure that
submitted blog posts contain substantial new or useful information that would educate and
inform the e-resident community and avoid pure self-promotion or the overuse of
marketing-style copy. Further content guidelines for Marketplace members are available
here!

1.14 When the e-Residency team invites Marketplace Members to engage in collaboration
activities, such as campaigns targeted to (potential) e-residents and their companies, it is
recommended that Marketplace Members will join, if it's commercially feasible.

1.15 Marketplace members are also welcome to share their expertise and company story
through e-Residency's social media channels in collaboration with e-Residency marketing
activities. Marketplace members have an opportunity to submit their request for social media
collaboration quarterly. E-Residency will be sending a reminder email at the beginning of
every quarter and marketplace members have the 1st month of the quarter to send their
requests. The content can’t be promotional or directly about your services, but the content
can have a CTA to your company. More information and guidelines here.



https://toolbox.estonia.ee/
https://docs.google.com/document/d/1BrCVJd1k_kFoJYDxFRs7xP0hawBPKBpG1xRioEtR8oA/edit?tab=t.0#heading=h.18bo4s7l6cs
https://drive.google.com/file/d/1rinFJZJtnf4FxKa_EmzX06KiWpoy7aIH/view?usp=drive_link

